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Cybersecurity is up to you!  Why do we have to be alert?

*(if you are a cpa firm)

IR 2018 245, December 7, 2018

The IRS reminds all professional tax preparers that they are required by federal 

law to create and maintain a written data security plan. Sole practitioners are just 

as vulnerable to data theft as practitioners in large firms.

The Gramm Leach Bliley Act of 1999 requires all financial institutions, which it also 

defines as professional tax preparers, to create and maintain information security 

plans. The Federal Trade Commission, not the IRS, administers this law and 

created a Safeguards Rule to administer it. Information about the FTC 

requirements can be found in IRS Publication 4557, Safeguarding Taxpayer Data.



Why do we have to be alert…..continued 

*(if you are a cpa firm)
FTC Safeguards Rule

Many companies collect personal information from their customers, including

names, addresses, and phone numbers; bank and credit card account numbers;

income and credit histories; and Social Security numbers. The Gramm Leach Bliley

(GLB) Act requires companies defined under the law as “financial institutions” to

ensure the security and confidentiality of this type of information. As part of its

implementation of the GLB Act, the Federal Trade Commission (FTC) issued the

Safeguards Rule, which requires financial institutions under FTC jurisdiction to have

measures in place to keep customer information secure.



Oh No, Look!



(Internet Crime Complaint Center)



What??? Some definitions would be helpful.  

Phishing: the fraudulent practice of sending emails purporting to be from reputable companies in order to induce individuals to reveal 
personal information, such as passwords and credit card numbers. "an email that is likely a phishing scam"

Vishing: the fraudulent practice of making phone calls or leaving voice messages purporting to be from reputable companies in order to 
induce individuals to reveal personal information, such as bank details and credit card numbers. "many victims of vishing are people 
who are not tech-savvy"

Smishing: the fraudulent practice of sending text messages purporting to be from reputable companies in order to induce individuals to 
reveal personal information, such as passwords or credit card numbers. "police say they have busted a gang in Maitland suspected of 
smishing"

Pharming: is a cyber attack intended to redirect a website's traffic to another, fake site by installing a malicious program on the 
computer.

BEC: Business email compromise (BEC)—also known as email account compromise (EAC)—is one of the most financially damaging 
online crimes. It exploits the fact that so many of us rely on email to conduct business—both personal and professional.

Malware: software that is specifically designed to disrupt, damage, or gain unauthorized access to a computer system.

Ransomware: a type of malicious software designed to block access to a computer system until a sum of money is paid.



(Internet Crime Complaint Center)





(Identity Theft Resource Center)









Oh Harry, What can we do?????







No it’s not safe, be careful!!



Casual 

Communication Only!





…….Credit Cards………







Can prevent a data breach!

Please complete the cyber training at 

knowbe4.com.  (yes, there was an email)

Contact me when in doubt:

Desperate: call me 520-990-4309

Less Desperate: text me 520-990-4309

Ain’t no biggie: email harryelver@gmail.com

mailto:harryelver@gmail.com
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